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l 25+	
  years	
  of	
  experience	
  from	
  industry	
  &	
  academia

l 16	
  years	
  at	
  Fiat	
  Chrysler	
  Automobiles

l Growing	
  the	
  Quality	
  &	
  Reliability	
  Engineering	
  Practice

l R&D,	
  virtual	
  engineering,	
  complex	
  material	
  systems,	
  
controlled	
  mechanical	
   systems,	
  design-­‐for-­‐six-­‐sigma,	
  
structured	
  innovation,	
  regulatory	
  compliance,	
   process	
  
modeling,	
  market	
  strategy,	
  and	
  business	
  transformation

l Technical	
  &	
  business	
  background:	
  ideally	
  suited	
  for	
  leading	
  
industry	
  transformation	
  to	
  improve	
  the	
  robustness	
  of	
  smart,	
  
connected	
  products	
  and	
  processes
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  aerospace	
  engineering,	
  business	
  strategy
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Our	
  Mission...
Strategic	
  management	
  consulting	
   for	
  competitive	
   advantage	
   in	
  global	
   markets

CIMdata  is  the  leading  independent  
global  strategic  management  consulting  

and  research  authority  focused  
exclusively  on  the  PLM  market.

We  are  dedicated  to  maximizing  our  
clients’  ability  to  design  and  deliver
innovative  products  and  services  
through  the  application  of  PLM.
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Our	
  Services...
Creating,	
   disseminating,	
   and	
  applying	
   our	
  intellectual	
   capital

Delivering  strategic  advice  and  counsel  
through  a  comprehensive,  integrated   set  of  
research,  education,  and  consulting  services
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PLM	
  Transformation
Services	
  for	
  Industrial	
   Organizations—improving	
   your	
   PLM-­‐related	
  processes

CIMdata’s	
   PLM	
  
consulting	
  
methodology—
transforming	
  your	
  
business	
  for	
  a	
  
competitive	
  advantage!

A	
  comprehensive	
  set	
  of	
  
services	
  tailored	
  to	
  fit	
   your	
  
specific	
   needs…

Strategy	
  
Development

Solution	
  
Definition

Solution	
  
Evaluation	
  &	
  
Selection

Implementation	
  
Planning

Implementation	
  
Support

Monitoring	
  &	
  
Continuous	
  
Improvement
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Our	
  PLM	
  Transformation	
  Clients…	
  
A	
  sampling	
  of	
  CIMdata’s international	
   industrial	
   clients	
  (1	
  of	
  2)

Auto High-­‐TechA&D Fab	
  &	
  Assembly
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Our	
  PLM	
  Transformation	
  Clients…	
  
A	
  sampling	
  of	
  CIMdata’s	
  international	
   industrial	
   clients	
  (2	
  of	
  2)

Emerging	
  Ind.CPG/F&B/Process OtherMedical/Pharma
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l We’re	
  hoping	
  that	
  the	
  anonymity	
  
of	
  the	
  chat	
  window	
  might	
  help	
  
participants	
  ask	
  more	
  questions

l If	
  you	
  want	
  to	
  ask	
  a	
  question	
  on	
  
the	
  record,	
  we’ll	
  certainly	
  let	
  
everyone	
  know	
  you’re	
  asking

l The	
  most	
  important	
  thing	
  is	
  
interaction	
  – let	
  us	
  hear	
  from	
  
you	
  on	
  the	
  call

Questions?
Please	
  use	
  the	
  GoToMeeting	
  chat	
  panel
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l Brief	
  Overview	
  of	
  Semantic	
  Web	
  Technology

l Applying	
  Semantic	
  Web	
  Technology	
  in	
  Reliability	
  Engineering

l Complexity	
  Challenge	
  of	
  Connected	
  Intelligent	
  Products

l Leveraging	
  Semantic	
  Web	
  Technology	
  in	
  Reliability	
  Engineering	
  
and	
  Systems	
  Engineering

l Summary	
  &	
  Next	
  Steps

l Q&A

Agenda
Semantic	
  Web	
  Technology	
   for	
  Dependable	
  Connected	
  Intelligent	
  Products
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The	
  Semantic	
  Web	
  is	
  envisioned	
  as	
  an	
  extension	
  of	
  the	
  World	
  Wide	
  
Web	
  in	
  which	
  knowledge	
  is	
  described	
  (through	
  ontologies)	
  in	
  such	
  a	
  
way	
  that	
  the	
  computer	
  can	
  process	
  and	
  understand	
   it.	
  

The	
  computer	
  would	
  then	
  be	
  able	
  to	
  draw	
  conclusions	
  from	
  the	
  
given	
  knowledge	
  (in	
  ontologies)	
  using	
  processes	
  similar	
  to	
  human	
  
reasoning	
  and	
   inference.

§ RDF	
  
§ OWL	
  
§ Jena
§ SPARQL
§ F-­‐LOGIC
§ ………….

Enablers	
  of	
  Ontology-­‐Based	
  Knowledge	
  Systems
Semantic	
  Web	
  Technology	
   Elements	
  for	
  Ontology	
  Development

Source:   I.   Herman,   Introduction   to   Semantic   Web   Technologies,   Semantic   Technology   Conference,   San   Francisco,   CA,   June   2010       
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Application	
  
Area

Mental	
  
Model

Knowledge

Inside	
  
Computer

Perception

Form
alization

Im
plem

entation

Meta-­‐Meta-­‐Level

Instance	
  Level

Level	
  of	
  Abstraction

Meta-­‐Level

Class	
  Level

Ontology-­‐Based	
  Knowledge	
  System
Modeling	
  Framework	
  for	
  Explicit	
   Specification	
  of	
  a	
  Conceptualization	
  

Source:   L.   Dittmann,   T.   Rademacher,   and   S.  Zelewski.   Performing   FMEA   Using   Ontologies.   In   Proc.   18th   Intl.   Workshop   on   Qualitative   Reasoning,   2004  
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l Step	
  1.	
  Determine	
  the	
  domain	
  and	
  scope	
  of	
  the	
  ontology

l Step	
  2.	
  Consider	
  reusing	
  existing	
  ontologies

l Step	
  3.	
  Enumerate	
  important	
  terms	
  in	
  the	
  ontology	
  

l Step	
  4.	
  Define	
  the	
  classes	
   and	
  the	
  class	
  hierarchy	
  
§ Top-­‐Down,	
   Bottom-­‐Up,	
   Combination

l Step	
  5.	
  Define	
  the	
  properties	
  of	
  classes—slots

l Step	
  6.	
  Define	
  the	
  facets	
  of	
  the	
  slots	
  
§ Slot	
  Cardinality,	
   Slot	
  Value	
  Type,	
  Domain	
  &	
  Range	
  of	
  Slot

l Step	
  7.	
  Create	
  instances	
  

Steps	
  for	
  Developing	
  an	
  Ontology
Iterative	
  Design	
  of	
  Ontology

Source:   N.   F.   Noy and   D.   L.   McGuinness,   Ontology   Development   101:   A   Guide   to   Creating   Your   First   Ontology,   Stanford   University,   http://protege .st anf or d. ed u
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Ontology	
  Applied	
   to	
  Design	
  FMEA
Concepts	
  and	
  Relations	
  -­‐ Meta	
  Level	
  &	
  Class	
  Level

ROOT_CONCEPT

fmea

component

function

failure_mode

containment_action

mechanical_component

hydraulic_component

electrical_component

etc.

transform

transmit

join

etc.

control_method

examines
_component

fulfills_a
_function

has_failure
_mode

has_control
_method

is_part_of

is_part_of

is_caused_by

has_rpn

has_containment
_action

has_new_rpn

risk_priority_number

Source:   L.   Dittmann,   T.   Rademacher,   and   S.  Zelewski.   Performing   FMEA   Using   Ontologies.   In   Proc.   18th   Intl.   Workshop   on   Qualitative   Reasoning,   2004  
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Instantiation	
  of	
  Design	
  FMEA	
  Ontology
Case	
  of	
  Electric	
  Lamp	
  Knowledge	
  Capture	
  and	
  Reuse	
  

FMEA	
  Lamp	
  Moon
(fmea)

Lamp	
  Moon
(electric_light_component)

Illuminates	
  environment
(illumination_function)

Lamp	
  does	
  not	
  illuminate
(failure_mode)

Broken	
  bulb	
  control	
  method
(control_method)

Broken	
  bulb	
  RPN
(risk_priority_number)

Broken	
  bulb	
  containment	
  action
(containment_action)

New	
  broken	
  bulb	
  RPN
(risk_priority_number)

Electric	
  Components
(lamp_electric_component)

Illuminates	
  with	
  electricity
(electric_illumination_function)

Electric	
  does	
  not	
  work
(failure_mode)

Bulb	
  is	
  broken
(failure_mode)

examines_component

has_function

has_failure_mode

causes

Is_part_of

Is_part_of has_function

has_failure_mode

causes

has_containment_action has_rpn has_control_method

has_new_rpn

Source:   L.   Dittmann,   T.   Rademacher,   and   S.  Zelewski.   Performing   FMEA   Using   Ontologies.   In   Proc.   18th   Intl.   Workshop   on   Qualitative   Reasoning,   2004  
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l Find	
  all	
  instances	
  of	
  the	
  concept	
  component	
  that	
  are	
  part	
  of	
  any	
  instance	
  of	
  the	
  concept	
  
electric_light_component.	
  
FORALL	
   Subcomponent,	
   Component	
   <-­‐

Subcomponent	
   [is_part_of-­‐>>Component]	
   AND	
  
Component:	
   electric_light_component AND
Subcomponent:	
   Concept

l Find	
  all	
  instances	
  of	
  the	
  concept	
  function	
  that	
  are	
  functions	
  of	
  any	
  instance	
  of	
  the	
  
concept	
  electric_light_component.	
  
FORALL	
   Function,	
  Component	
   <-­‐

Function:	
  function	
   AND	
  
Function[is_fulfilled_by-­‐>>Component]	
   AND	
  	
  
Component:electric_light_component.	
  

l Find	
  all	
  instances	
  of	
  the	
  concept	
  failure_mode that	
  are	
  failure	
  modes	
  of	
  functions	
  of	
  
instance	
  Lamp	
  Moon.	
  
FORALL	
   Mode,	
  Function	
  <-­‐

Mode:	
  failure_mode AND	
  
Mode[interferes_function-­‐>>Function]	
   AND	
  
Function:function AND	
  
Function[is_fulfilled_by-­‐>>	
   	
  
lamp_moon:electric_lighting_component].	
  

FMEA	
  Queries	
  using	
  F-­‐Logic
Case	
  of	
  Electric	
  Lamp	
  Knowledge	
  Capture	
  and	
  Reuse	
  

Source:   L.   Dittmann,   T.   Rademacher,   and   S.  Zelewski.   Performing   FMEA   Using   Ontologies.   In   Proc.   18th   Intl.   Workshop   on   Qualitative   Reasoning,   2004  
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Ontology	
  Applied	
   to	
  Software	
  FMEA
SW	
  FMEA	
  Stages	
  Mapped	
  on	
  Development	
  Lifecycle	
  Activities

[A]	
  
TOP	
  LEVEL	
  
FUNCTIONAL	
  

FMEA

SW	
  
Requirements	
  

Analysis

SW	
  Design

SW	
  Coding

HIL
Testing

[B]	
  
DETAILED

FUNCTIONAL	
  
FMEA

[C]	
  
SW	
  DEVELOPMENT

ASSURANCE
LEVEL

VERIFICATION

Source:   I.   Bucchierai,   G.   Bucci,   and   E.   Vicario.   Supporting   SW-­FMEA   Through   Ontology-­Based   Methodology.   Intl.   J.   Crit.   Comp.   Syst.   2015  
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Source:   I.   Bucchierai,   G.   Bucci,   and   E.   Vicario.   Supporting   SW-­FMEA   Through   Ontology-­Based   Methodology.   Intl.   J.   Crit.   Comp.   Syst.   2015  

UML	
  Representation	
  of	
  SW	
  FMEA	
  Ontology
[A]	
  Top	
  Level	
  Functional	
   FMEA

<<owlClass>>
Functional	
   Requirement

<<datatypeProperty>>	
  CriticailtyValue

<<owlClass>>
CSCI

<<objectProperty>>

has_FR

<<owlClass>>
Failure	
  Mode

<<datatypeProperty>>	
  SeverityLevel

<<objectProperty>>

has_FM

<<owlClass>>
Failure	
  Effect

<<datatypeProperty>>	
  SeverityLevel

<<owlClass>>
Operation	
  Mode

<<datatypeProperty>>	
  CriticalityValue

<<objectProperty>>

Is_in_OP

<<objectProperty>>

Has_FE
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Source:   I.   Bucchierai,   G.   Bucci,   and   E.   Vicario.   Supporting   SW-­FMEA   Through   Ontology-­Based   Methodology.   Intl.   J.   Crit.   Comp.   Syst.   2015  

UML	
  Representation	
  of	
  SW	
  FMEA	
  Ontology
[B]	
  Detailed	
  Functional	
  FMEA

<<owlClass>>
Item

<<objectProperty>>
is_part_of

<<owlClass>>
Functionality

<<objectProperty>>

has_FR

<<owlClass>>
Failure	
  Mode

<<datatypeProperty>>	
  SeverityLevel

<<objectProperty>>
has_component

<<objectProperty>>
has_FM

<<owlClass>>
Functional	
   Requirement

<<datatypeProperty>>	
  CriticalityValue

<<owlClass>>
Failure	
  Effect

<<datatypeProperty>>	
  SeverityLevel

<<owlClass>>
SW	
  Module

<<owlClass>>
Method

<<owlClass>>
SW	
  Component

<<datatypeProperty>>	
  SW-­‐DAL

<<objectProperty>>
has_module

<<objectProperty>>
has_method

<<owlClass>>
CSCI

<<objectProperty>>
has_FE

<<objectProperty>>
implements

<<objectProperty>>
is_cause_of

<<objectProperty>>
is_used_by
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UML	
  Representation	
  of	
  SW	
  FMEA	
  Ontology
[C]	
  SW	
  Development	
  Assurance	
  Level	
  Verification

<<owlClass>>
Prevention	
  Mitigation

<<objectPrope rty > >

has_compone nt

<<objectProperty>>
has_PM

<<owlClass>>
Prevention	
  Mitigation	
  Accountability

<<owlClass>>
SW	
  Module

<<owlClass>>
Method

<<owlClass>>
SW	
  Component

<<datatypeProperty>>	
  SW-­‐DAL
<<objectPrope rty > >

has_module

<<objectPrope rty > >

has_method

<<owlClass>>
Usage	
  Degree

<<objectProperty>>
has_PR

<<objectProperty>>
is_developed_with

<<objectProperty>>
has

<<owlClass>>
Functional	
  Requirement

<<datatypeProperty>>	
  CriticalityLevel

<<owlClass>>
SW	
  Parameter	
  Accountability

<<owlClass>>
SW	
  Parameter

<<objectProperty>>

is_implemented_by

Source:   I.  Bucchierai,   G.   Bucci,  and   E.  Vicario.  Supporting   SW-­FMEA  Through   Ontology-­Based   Methodology.   Intl.   J.  Crit.   Comp.  Syst.   2015  
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Ontology	
  Applied	
   to	
  Process	
  FMEA
Five	
  Classes	
  Forming	
  the	
  Basis	
  of	
  the	
  Ontology	
  (Protégé	
  2000)

FMEA
FMEA_No
FMEA_description
process_leader
starting_date
ending_date
latest_revis ion_date

RPN
severity
occurrence
detection
product

Process

process_name

Failure_mode
failuremode_descript ion
effect_description
cause_description

Mitigation_action
recommended_actio n
respons ible_person
target_compliance_da te
action_taken

Control_method
control_detection
control_preventio n

examines

isExaminedBy

isFailureModeOf

hasFailureMode

isSubProcessOf hasSubProcess

isNewRPNOf

causes isCausedBy

hasNewRPN

isNewRPNOf

hasRPN

isControlMethodOf

isMitigationActionOf

hasMitigationAction

hasControlMethod

Source:   Z.   Rehman   and   C.  V.  Kifor,  An   Ontology   to  Support   Semantic  Management   of   FMEA  Knowledge,   Intl.   J.  Comp.   Comm.   Contr.,   11(4),   507  – 521,   August   2016
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Instance	
  of	
  Process	
  FMEA	
  Ontology
Application	
   of	
  Process	
  FMEA	
  Ontology	
  to	
  Storage	
  Issues	
  

Source:   Z.   Rehman   and   C.  V.  Kifor,  An   Ontology   to  Support   Semantic  Management   of   FMEA  Knowledge,   Intl.   J.  Comp.   Comm.   Contr.,   11(4),   507  – 521,   August   2016

FMEA
Description:	
   Op.	
   Cutting

Process
Description:	
   Inter	
  Operational	
   Storage

Failure_mode
Description:	
   FIFO	
   Not	
  Respected

Cause
Description:	
   Improper	
  Storage	
   Zone

Effect
Description:	
   Make	
   Traceability	
   Hard	
   to	
  Control

Control_method
Control_detection:	
  Visual

Control_prevention:	
  Storage	
   on	
  Pellet	
  
at	
  Base	
   Level

RPN
Severity:	
   7

Occurrence:	
   3
Detection:	
   7

Severity	
   *	
   Occurrence	
   *	
   Detection:	
   147

NRPN
Severity:	
   7

Occurrence:	
   1
Detection:	
   7

NSeverity *	
   NOccurrence *	
   NDetection:	
   49

Mitigation_action
Recommended_action:	
   Gravitational	
   Stand	
  to	
  Store	
  Pieces

Team:	
   W17

examines

hasFailureMode

causes

causes

hasControlMethod hasRPN

hasNRPN

hasMitigationAction
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Application	
  of	
  Ontology	
   in	
  FTA
Sample	
  Cases	
  of	
  Fault	
  Trees	
  Considered	
  

TE1

IE1

AND

BE3

BE1 BE2

TE2

BE4

IE1

AND

BE1 BE2

ANDOR

Source:   I.  M.   Dokas,   Ontology   to  Support   Knowledge   Representation   and   Risk  Analysis  for   the  Development   of   Early  Warning   System   in  Solid  Waste  Management   Operations,   ISESS  2007
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Representation	
  of	
  Fault	
  Tree	
  in	
  OWL	
  DL
First	
  Step	
  for	
  Automatic	
   Generation	
   of	
  Large	
  Fault	
  Trees

Source:   I.  M.   Dokas,   Ontology   to  Support   Knowledge   Representation   and   Risk  Analysis  for   the  Development   of   Early  Warning   System   in  Solid  Waste  Management   Operations,   ISESS  2007
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Ontology	
   for	
  Fault	
  Tree	
  Generation
Application	
   to	
  Water	
  Tank	
  Flow	
  Control	
  System	
  Example	
  

Source:   A..  Venceslau,   R.  Lima,   L.   A.  Guedes,   and   I.  Silva,  Ontology   for   Computer-­Aided   Fault   Tree   Synthesis,   Emerg.   Tech.   Fact.   Autom.   September   2014

S2

S1 VF3VF2

VF1
C1

C2

P6P5P3P4

P1 P2

V3
A/C

V2
Main

V1
A/O

Inlet  
Valve

Main  
Supply

Outlet  
Valve

Safety  
Valve
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Automatically	
  Generated	
  Fault	
  Tree
Application	
   to	
  Water	
  Tank	
  Flow	
  Control	
  System	
  Example	
  

Input 1 Functional Condition Output 1

Below OK 1

Above OK 0

- Failed Low 1

- Failed High 0

Input 1 Initial Sate Functionality Final State

1 - OK Open

0 - OK Close

0 Open Failed to Close Open

1 Close Failed to Open Close

Source:   A..  Venceslau,   R.  Lima,   L.   A.  Guedes,   and   I.  Silva,  Ontology   for   Computer-­Aided   Fault   Tree   Synthesis,   Emerg.   Tech.   Fact.   Autom.   September   2014

Controller  1  Function  Table Valve  1  State  Transition  Table
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Auto.	
  SW	
  Related	
  Recalls
q 2005	
  – 2012:	
  32	
  recalls,	
  3.6	
  mn.	
  veh.	
  
q 2013	
  – 2015:	
  63	
  recalls,	
  6.4	
  mn.	
  veh.
q 0.3%	
  of	
  recalls	
  in	
  2005
q 4.3%	
  of	
  recalls	
  in	
  6	
  months	
  of	
  2015	
  	
  

NHTSA’s	
  Safety	
  Complaints	
  	
  
q 2005	
  – 2009:	
  55	
  SW	
  related
q 2010	
  – 2014:	
  197	
  SW	
  related	
  

Med.	
  Dev.	
  SW	
  Related	
  Recalls
q 2005:	
  14%	
  of	
  recalls	
  
q 2011:	
  25%	
  of	
  recalls	
  

Trending	
  upward	
  since	
  1983
q 1983	
  -­‐ 1991:	
  6%	
  of	
  recalls
q 1992	
  – 1998:	
  8%	
  of	
  recalls
q 1999	
  – 2004:	
  11%	
  of	
  recalls
q 2005	
  – 2011:	
  19%	
  of	
  recalls

Source(s):	
  Automotive	
  Warranty	
  &	
  Recall	
  Blog	
  2015,	
  US	
  FDA	
  Study	
  2013,	
  https://www.engadget.com/2015/05/01/boeing-­‐787-­‐dreamliner-­‐software-­‐
bug/,	
  https://www.rt.com/usa/335318-­‐f35-­‐radar-­‐reboot-­‐required/

Aerospace	
  SW	
  Related	
  Issues
q Boeing	
  787:	
  generator	
  control	
  unit	
  (GCU)	
  SW	
  counter	
  overflow	
  after	
  248	
  days	
  of	
  

continuous	
  power	
  resulting	
  in	
  loss	
  of	
  all	
  electrical	
  power	
  regardless	
  of	
  flight	
  phase	
  
q F-­‐35	
  Joint	
  Strike	
  Fighter:	
  RADAR	
  SW	
  vulnerability	
  to	
  cyber-­‐attacks,	
  requires	
  system	
  

reboot	
  every	
  4	
  hrs of	
  flight	
  time	
  while	
  desired	
  interval	
  is	
  8	
  – 10	
  hrs of	
  flight	
  time

Quality	
  &	
  Reliability	
  Risks	
  Today
Complexity	
   of	
  Electronically	
   Controlled,	
   Software-­‐Intensive	
  Products	
  

Cop yri ght   ©   20 17   by   CI Md ata ,  I nc. 30

Complexity	
  of	
  Connected,	
  Intelligent	
  Products
Need	
  to	
  Bridge	
  Reliability	
   Engineering	
   and	
  Systems	
  Engineering

Smart
Connected
Products  

Information

C o n n e c t i o n
Internet                                    
Cellular
Wireless

Combination

I n f o r m a t i o n
Sensor   Analytics                 Scenario   Recognition
Data   Fusion                                         Scenario   Updating

C o n t r o l
Decision
Planning
Action

Correction  

Inaccurate  Root  Causes
Missed  Failure  Modes
Inadequate  Redundancy

Engineering  Intuition

Design  Complexity
Multiple  Disciplines
Complex  Functions

Functional  Interactions
Functional  Loops
Software  Content

Must-­have   bridge   for  
enterprise   level   design-­for-­reliability   capability
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Bridging	
  Reliability	
  Eng.	
  &	
  Systems	
  Eng.
First	
  step	
  towards	
  building	
   a	
  Knowledge	
  System-­‐based	
  Design-­‐for-­‐Reliability
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Systems	
  Engineering	
  Technical	
  
Processes

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

Stakeholders'	
  Requirements	
  Definition 1
System	
  Requirements	
  Definition 2
System	
  Architectural	
  Design 3
System	
  Elements	
  Definition 4

System	
  Analysis 5
System	
  Elements	
  Realization 6
System	
  Elements	
  Integration 7
System	
  Design	
  Verification 8
Verified	
  System	
  Transition 9

System	
  Performance	
  Validation 10
System	
  Operation 11

System	
  Maintenance 12
System	
  Disposal 13

Relationship between  Reliability  Tools  and  Systems  Engineering  Processes  
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l Problems	
  posed	
  by	
  complex,	
  software-­‐intensive	
  products:	
  
§ Root	
  causes	
  of	
  failures	
  are	
  hard	
  to	
  find	
  because	
  they	
  exist	
  at	
  the	
  interfaces	
  
between	
  different	
   subsystems,	
  and	
  at	
  the	
  intersection	
   of	
  different	
   disciplines	
  
of	
  engineering

§ Prior	
   knowledge	
  about	
  failure	
  modes	
  often	
  exists	
  in	
  the	
  language	
  of	
  the	
  
expert	
   community,	
   not	
  immediately	
  accessible,	
   and	
  in	
  particular,	
   cannot	
   be	
  
acquired	
   from	
  conventional	
  databases

l Potential	
  Solution:	
  
§ Step	
  I:	
  Establish	
  a	
  common	
  understanding	
   of	
  domain	
  specific	
  failure	
   modes	
  
without	
   need	
  for	
  interpretation.	
   Example	
  – Ontology	
  applied	
  to	
  failure	
  
knowledge

§ Step	
  II:	
  Make	
  failure	
  knowledge	
  explicit,	
   machine-­‐readable/-­‐searchable.	
  
§ Step	
  III:	
  Establish	
  enterprise	
   level	
  connection	
   between	
  the	
  machine-­‐
readable/-­‐searchable	
   failure	
  knowledge	
  capture	
  and	
  reuse	
  system,	
  the	
  
systems	
  engineering	
  technical	
   processes,	
  and	
  the	
  reliability	
   engineering	
   tools	
  	
  

Failure	
  Knowledge	
  Capture	
  &	
  Reuse
Developing	
  Machine-­‐Readable	
  Failure	
  Knowledge	
  for	
  Reuse
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Complexity	
  of	
  Connected,	
  Intelligent	
  Products
Failure	
  Knowledge	
  Support	
  to	
  Systems	
  Engineering	
  and	
  Reliability	
   Engineering

Smart
Connected
Products  

Information

C o n n e c t i o n
Internet                                    
Cellular
Wireless

Combination

I n f o r m a t i o n
Sensor   Analytics                 Scenario   Recognition
Data   Fusion                                         Scenario   Updating

C o n t r o l
Decision
Planning
Action

Correction  

Inaccurate  Root  Causes
Missed  Failure  Modes
Inadequate  Redundancy

Engineering  Intuition

Design  Complexity
Multiple  Disciplines
Complex  Functions

Functional  Interactions
Functional  Loops
Software  Content

Failure	
  Knowledge	
  Capture	
  &	
  Reuse	
  System

Must-­have   bridge   for  
enterprise   level   design-­for-­reliability   capability

Failure   modes  
knowledge   storage  
and   retrieval  

Failure   modes  
knowledge   storage  
and   retrieval  
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Customer	
  Insights

• Figuring	
  out	
  customer	
  
wants	
  and	
  needs	
  by	
  
monitoring	
  products	
  in	
  use

• Assessing	
   customer	
  
acceptance,	
   annoyance,	
  
and	
  utility	
  of 	
  new	
  features	
  
based	
  on	
  usage	
  metrics	
  
derived	
   from	
  remotely	
  
monitored	
  data

Connected	
  PLM	
  with	
  Feedback	
  Analytics
Realizing	
   the	
  Closed-­‐Loop	
  Product	
   Development	
  Capability

E l e m e n t s 	
   o f 	
   P r o d u c t 	
   L i f e c y c l e

Concepts	
  &	
   Detailed	
   Design

• Robust	
  architectural	
  
concepts	
  and	
  detailed	
  
design	
  based	
  on	
  actual	
  
usage	
  information	
  

• Design	
   considerations	
  
based on	
  deployed	
  
manufacturing	
  capabilities

• Design	
   considerations	
  
based	
  on	
  maintenance	
  and	
  
repair	
  information

Testing	
  

• Prototype	
  system	
  
performance	
  monitoring

• Test	
   bench	
  monitoring	
  for	
  
subsystems	
   and	
  
components
• Proving	
  grounds	
  &	
  testing	
  
labs	
  monitoring	
  	
  and	
  
management	
  for	
  optimum	
  
performance

Manufacturing

•Manufacturing	
  defect	
  
feedback

• Supplier	
  quality	
  control	
  
visibility	
  

• OEM	
   /	
  supplier	
  plant	
  
operations	
  visibility	
  for	
  
early	
   warning
• Supply	
  chain	
  logistics	
  
visibility

After-­‐Sales	
   Service

• Field	
   defect	
   feedback

• Diagnostics	
  and	
  repair	
  
success	
   /	
  failure	
  feedback

• Product	
  health	
  monitoring	
  
&	
  maintenance	
  scheduling

• New	
   product	
  /	
  feature	
  
usage	
  feedback

Apps	
  for	
  Information	
  Use:
o Insights	
  Development
o Root	
  Cause	
  Analysis
o Decision	
  and	
  Planning
o Control	
  Strategy

Preparing  Information  for  Use:
o Data  Storage/Search/Retrieval  
o Analysis of  Data
o Apps  Development

Data fromEdge:
o Sensors
o Devices
o Equipment
o IT  Systems

I n t e r n e t 	
   o f 	
   T h i n g s 	
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l Systems	
  engineering	
  technical	
  processes	
  help	
  dealing	
  with	
  product	
  
complexity	
  of	
  intelligent,	
  connected	
  products	
  but	
  they	
  cannot	
  be	
  
pursued	
   in	
  isolation	
  from	
  reliability	
  engineering

l Reliability	
  engineering	
  tools	
  are	
  needed	
   to	
  leverage	
  product	
   failure	
  
knowledge	
  and	
  they	
  must	
  be	
  seamlessly	
  bridged	
  with	
  the	
  systems	
  
engineering	
  technical	
  processes

l Both	
  the	
  systems	
  engineering	
  technical	
  processes	
  and	
   the	
  
reliability	
  engineering	
  tools	
  must	
  leverage	
  failure	
  knowledge	
  
capture	
  and	
  reuse	
  to	
  minimize	
  recall	
  and	
  launch	
  risks

l All	
  tools	
  used	
  in	
  systems	
  engineering,	
  reliability	
  engineering,	
  and	
  
failure	
  knowledge	
  capture	
  and	
  reuse	
  will	
  not	
  likely	
  be	
  provided	
  by	
  
a	
  single	
  software	
  provider

Summary	
  &	
  Next	
  Steps
Realizing	
   Enterprise	
  Knowledge	
  System-­‐Based	
  Design-­‐for-­‐Reliability	
   (1	
  of	
  2)
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l System	
  integrators	
  are	
  likely	
  to	
  play	
  a	
  major	
  role	
  in	
  closing	
  the	
  loop	
  
between	
  reliability	
  engineering,	
  systems	
  engineering,	
  and	
  
knowledge	
  capture	
  and	
  reuse

l CIMdata believes	
  that	
  connected	
  products	
  will	
  enable	
  closed-­‐loop	
  
quality	
  based	
  product	
  development	
  but	
  will	
  additionally	
  need	
  
failure	
  knowledge	
  capture	
  and	
  reuse	
  for	
  dependability

l CIMdata would	
  like	
  support	
   from	
  OEMs,	
  suppliers,	
  and	
  solution	
  
providers	
  to	
  further	
  explore	
  Semantic	
  Web	
  Technology	
  in	
  
Reliability	
  Engineering,	
  e.g,	
  FMEA,	
  FTA	
  

l CIMdata would	
  like	
  to	
  collaboratively	
  explore	
  with	
  OEMs,	
  
suppliers,	
  and	
  solution	
  providers,	
  a	
  maturity	
  model	
  pertaining	
  to	
  
“Knowledge	
  Systems-­‐Based	
  Design-­‐for-­‐Reliability”

Summary	
  &	
  Next	
  Steps
Realizing	
   Enterprise	
  Knowledge	
  System-­‐Based	
  Design-­‐for-­‐Reliability	
   (2	
  of	
  2)
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l Request	
  for	
  Project	
  Support
§ Topic:	
  Semantic	
  Web	
  Technology	
  in	
  Reliability	
   Engineering,	
   February	
  2017

l Survey	
  to	
  be	
  filled	
  
§ Topic:	
  Knowledge	
  Systems-­‐Based	
  Design-­‐for-­‐Reliability,	
   March	
  2017

l Whitepaper:	
  
§ Quality	
  &	
  Reliability	
   Engineering	
  – Knowledge	
  Systems	
  based	
  Design-­‐for-­‐
Reliability,	
   April	
  2017

l Knowledge	
  Council	
  Kick-­‐off:
§ May	
  2017	
  

l Education	
  Webinars
§ July	
  13,	
  2017
§ November	
  9,	
  2017

Quality	
  &	
  Reliability	
  Engineering	
   Output
What	
  is	
  coming	
  from	
  CIMdata’s QRE	
  Consulting	
   Practice?
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l Brief	
  Overview	
  of	
  Semantic	
  Web	
  Technology

l Applying	
  Semantic	
  Web	
  Technology	
  in	
  Reliability	
  Engineering

l Complexity	
  Challenge	
  of	
  Connected	
  Intelligent	
  Products

l Leveraging	
  Semantic	
  Web	
  Technology	
  in	
  Reliability	
  
Engineering	
  and	
  Systems	
  Engineering

l Summary	
  &	
  Next	
  Steps

l Q&A

Agenda
Semantic	
  Web	
  Technology	
   for	
  Dependable	
  Connected	
  Intelligent	
  Products
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l We’re	
  hoping	
  that	
  the	
  anonymity	
  
of	
  the	
  chat	
  window	
  might	
  help	
  
participants	
  ask	
  more	
  questions

l If	
  you	
  want	
  to	
  ask	
  a	
  question	
  on	
  
the	
  record,	
  we’ll	
  certainly	
  let	
  
everyone	
  know	
  you’re	
  asking

l The	
  most	
  important	
  thing	
  is	
  
interaction	
  – let	
  us	
  hear	
  from	
  
you	
  on	
  the	
  call

Questions?
Please	
  use	
  the	
  GoToMeeting	
  chat	
  panel
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CIMdata	
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  consulting	
   for	
  competitive	
   advantage	
  in	
  global	
  markets
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